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FIGURE 1. Overview of machine learning systems, which illustrates the two phases, the learning algorithm, and different
entities.

traditional machine learning algorithms, such as Support Vec-
tor Machine (SVM), k-means, Naive Bayes, etc.
Entities in Adversarial Models: A normal machine learn-

ing system consists of the following entities, data owner,
system/service provider, and clients, while in the adversarial
model, there are also attackers, as shown in Fig. 1. The
data owners are the owners of the massive training data
which are usually private. The system/service provider is the
provider who constructs the algorithm, trains the model and
then performs the task or provides the service. The clients
are the users who use the service, e.g., through the provided
prediction APIs. The attacker can be an external adversary, or
an curious person inside the system who is interested in the
secret information of other entities.

B. WHY MACHINE LEARNING CAN BE ATTACKED
First, the working paradigm of machine learning makes it be
vulnerable to various types of attacks. In the training phase,
the massive training data and computational complexity of
the training process in deep learning network lead to: 1) the
training procedure is outsourced [12]; 2) pre-trained models
from third parties which are served as intellectual proper-
ties (IPs), are integrated into the network; 3) a large amount
of data comes from untrusted users or third parties without
undergoing effective data validations. However, the above
working paradigms also bring new security threats.
The so called machine-learning-as-a-service has also been

increasingly used, in which the machine learning model
works on a server or on the cloud, while clients can query
the model through prediction APIs. The vast amounts of data
used to train this model are often sensitive, and the parameters
of the model are of great commercial value and are therefore
confidential. These are the targets of an attacker in the test
phase.
Second, reasons behind these attacks remain open prob-

lems. There are a few discussions about the reasons
behind these successful attacks on machine learning models,

however, they still lack consensus. Goodfellow et al. [2]
indicate that the linearity of DNN model in high dimensional
space is a possible reason for being vulnerable to adversarial
example attacks. Studies [1], [8] also suggest that training
data incompletion is one of the reasons for the existence
of adversarial examples. They conclude that the adversarial
examples are corner cases with low probability in the test set,
which indicates that the training data is not enough and is not
complete. Yeom et al. [13] study the effect of overfitting and
influence on recovering sensitive training data or attribute by
an adversary. They show that overfitting plays an important
role to make the attacker be able to carry out membership
inference attacks. Due to the unexplained nature of machine
learningmodels, the essential reasons for these attacks, e.g., is
the adversarial example a bug or an intrinsic property of the
model, why sensitive training data can be recovered through
normal quires, are still open problems.

III. ATTACKS ON MACHINE LEARNING
In this section, we will review the threats and attacks faced
by machine learning systems. As shown in Fig. 2, to date, all
the security threats along the life cycle of machine learning
systems can be divided into five categories: 1) Training set
poisoning; 2) Backdoor in the training set; 3) Adversarial
example attacks; 4) Model theft; 5) Recovery of sensitive
training data (including model inversion attack and member-
ship inference attack). The first two attacks occur during the
training phase, while the last three attacks occur during the

FIGURE 2. Attacks on machine learning systems.
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(1) Poisoning攻撃 (2) Adversarial Examples攻撃 (3) Model Inversion攻撃
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