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大規模言語モデルを用いたサ
イバー攻撃対応の動向 

2023年11月24日 

大塚　玲

人工知能学会合同研究会2023 
安全性とセキュリティ研究会セッション



概要　　専用のネットワーク・コンピュータで、自分のシステムを守り、相手を攻撃する 
　　　　全自動ハッキングコンテスト 
主催　　DARPA（米国防高等研究計画局） 
場所　　ラスベガス, DEFCON24(2016年) 
予算　　約56億円（賞金約10億円）
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米国防省の研究部門であるDARPA（米国防
高等研究計画局）が2023年8月、ソフトウェ
ア脆弱性の自動修正システム競技大会「AI 
Cyber Challenge」（AIxCC）開催を発表。
競技大会をサポートするのは、生成AIのトッ
プ企業であるAnthropic、Google、
Microsoft、OpenAIの4社
まず来年（2024年）5月に予選を行い、上
位20チームが8月のセキュリティイベント
「DEF CON 32」併催の準決勝大会に進出。
その上位5チームには開発資金200万ドルが与
えられ、再来年（2025年）8月の「DEF 
CON 33」で決勝大会が開催される。優勝チー
ムには400万ドル、2位には300万ドル、3位
には150万ドルの賞金が授与される。

【NEW】AI Cyber Challenge



4研究の目標

サイバー攻撃の高度化・巧妙化

深層強化学習＋大規模言語モデルを用いて 
自律サイバー推論システムができるか？

Cyber Reasoning System

・ソフトウェアの脆弱性検知 
・パッチ作成 
・エクスプロイト作成　等の自動対応



5AIによるサイバー攻撃対応

囲碁・将棋等でのAI(深層強化学習)の活躍を踏まえれば，人間の能力の限界を超
えた高度なサイバー攻撃対処を実現できる可能性が高い． 

これまで少数の情報セキュリティ技術者しか為し得なかった高度なサイバー攻撃
対処が24時間365日連続かつ大規模分散的に可能になる． 

将来的には，意思決定領域を除くサイバー攻撃対処の完全自動化が期待できる．

現在 将来
オペレーション 

365日24時間監視・状況分析 
  インシデント対応 
  防衛オペレーション

人間 
(高度セキュリティ技術者)

AI 
(自律サイバー推論システム)

セキュリティ対策技術 
の研究開発

セキュリティツール群 
脆弱性検出, Fuzzer,  侵入検知, Forensics, インテリジェンス

利用 利用
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複雑さ

信頼性

暗号プリミティブ

小規模システム 
暗号プロトコル

大規模システム

TLS, IoT 
スマートコントラクト

暗号，署名

医療カルテシステム 
公共システム

証明可能安全性 
(困難な問題に帰着)

定理証明器/モデル検査 
(フォーマルメソッド)

攻防のイタチごっこ 

大規模言語モデルによる 
サイバー攻撃対応 
に期待できるか？



IISEC
Insitute of Information Security

Baker, B., Kanitscheider, I., Markov, T., Wu, Y., Powell, G., McGrew, B., & 
Mordatch, I., Emergent tool use from multi-agent autocurricula. ICLR2020, 2020.

① 追跡攻撃を獲得

② ブロックを使ってシェルターを構築

③ スロープを使ってシェルターを突破

④ スロープを固定してスロープ攻撃から防御

⑤ ボックスサーフィン攻撃を獲得

⑥ ボックスサーフィン攻撃から防御

深層強化学習による攻防知識の獲得例
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強化学習（Reinforcement Learning）とは 
試行錯誤により報酬を最大化（例：Q学習） 
状態、行動、報酬の3つの概念 
行動→状態更新、報酬（ペナルティ）受け取り

状態

Q値、行動1

Q値、行動2

Q値、行動N

・・・

DQN

深層強化学習（Deep Reinforcement Learning）とは 
強化学習と深層学習を組み合わせたもの（例：DQN） 
DQN（Deep Q-Network） 

　　　Q関数（予測報酬値）をDeep Learning Networkで近似



9先行研究① 

深層強化学習でCTFを解くアプローチを提案 
CTF問題の単純化：少数のアクションの組み立てで解ける単純化したCTF問題を対象 
Moving Target：　行動に応じて解が変化するCTF問題も対象 
模倣学習：　　　　セキュリティ技術者の行動を手本に学習

ターゲットサーバ

Zennaro, Fabio Massimo and Laszlo Erdodi. “Modeling Penetration Testing with Reinforcement Learning 
Using Capture-the-Flag Challenges and Tabular Q-Learning.” ArXiv abs/2005.12632 (2020.5.26).

可能なアクションの集合 
1) 全リンクファイルのマップ取得 
2) 既知ファイルから隠しファイルの推測 
3) ファイルの分析（入力パラメータ発見） 
4) 攻撃

INDEX 
ファイル

Agent

ファ

ファ

ファ

ファ

ファ

ファ

ファ ファ

Nvis

Nhid

：リンク

：参照又は 
　関連付け

通常ファイル

隠しファイル

at

P(st+1 ∣ st, at)
P(rt |st, at)

: アクション

: 次状態
: 報酬



10先行研究② Adolphs, L., & Hofmann, T. (2020, February). LeDeepChef: Deep Reinforcement Learning Agent for 
Families of Text-Based Games. In 34th Association for the Advancement of Artificial Intelligence 
Conference on Artificial Intelligence (AAAI 2020) (p. 5180).

You are hungry! Let's cook a delicious meal. Check the cookbook in the kitchen
for the recipe. Once done, enjoy your meal!

-= Kitchen =- You're now in the kitchen. I guess you better just go and list everything
you see here. You hear a noise behind you and spin around, but you can't see
anything other than a fridge. The fridge is empty! This is the worst thing that could
possibly happen, ever! You see a closed oven. You make out a table. The table is
massive. On the table you can make out a cookbook. You can make out a counter.
The counter is vast. On the counter you can make out a sliced fried red hot pepper,
a red apple, a yellow bell pepper and a knife. You smell an intriguing smell, and
follow it to a stove. You shudder, but continue examining the stove. But the thing is
empty, unfortunately. Hm. Ohwell.

> examine recipe
You open the copy of "Cooking: AModern Approach (3rd Ed.)" and start reading:
Recipe #1
---------
Gather all following ingredients and follow the directions to prepare this tasty
meal.
Ingredients:
red hot pepper
Directions:
slice the red hot pepper
fry the red hot pepper
preparemeal

> inventory
You are carrying nothing.

> take red hot pepper
You take the red hot pepper from the counter.
Your score has just gone up by one point.

> inventory
You are carrying:
a sliced fried red hot pepper

> preparemeal
Adding themeal to your inventory.
Your score has just gone up by one point.

> eat meal
You eat themeal. Not bad.
Your score has just gone up by one point.

*** The End ***

Figure 1: Simple game that shows the basic structure of the
task. The player’s commands are highlighted in yellow.

a noise behind you and spin around, ... or This is the worst

thing that could possibly happen, ever! provide no useful in-
formation for the game and make it harder to understand the
context.
Once the agent finds the room with the cookbook (in the
example in Figure 1, it is in the starting room already), the
examine recipe reveals the recipe. It consists of two parts:
the ingredients, and the directions. While the ingredients
part lists the items that need to be collected, the directions
give information about the status they need to be in to pre-
pare the meal. In our example, the pepper needs to be sliced
and fried. Here, the agent needs to be careful, because the
initial description of the surrounding states that the pepper
is already sliced and fried and additional frying, for exam-
ple, would lead to burning the pepper and hence losing the
game. The agent, therefore, needs to remember and recog-
nize states of ingredients mentioned in the context. With the
inventory command the agent can list all items it is currently
carrying. Once all ingredients, in their correct state, are in
the inventory, the agent can prepare and then eat the meal.

Agent
We train an agent to select, at every step in the game,
the most promising command (in terms of discounted fu-
ture score) from a list of possible commands, given the ob-
served context. Building a successful agent—not just for
TBGs but for a wide range of sequential decision-making
applications—is primarily determined by the presented set
of choices at each time-step. Therefore, one of the most cru-
cial questions is about how to generate the list of possible
commands. The smaller this set is, the less time and ef-

fort the agent wastes in its exploratory phase on ”useless”
strategies. To effectively reduce the size of the action-space,
we use an approach inspired by hierarchical reinforcement
learning, that we explain in the next section about ”Com-
mand Generation”. In the current section, we outline the ar-
chitecture and training procedure of the agent, acting on a
given set of commands.

Model
Model context We build a textual context as an approxi-
mation for the (non-observable) game’s state. It consists of
the following text-based features:

1. Observation: The response from the game engine at the
current time-step. It can either be a description of what
the agent sees in this room or a direct response to its last
command.

2. Missing items: The list of items that are in the recipe but
not yet in the inventory. This information is constructed
using the neural recipe model described in Section ”Com-
mand Generation”.

3. Unnecessary items: The list of items that are in the inven-
tory but are not needed to execute the recipe. We extract
this information from the last response to the inventory

command.
4. Description: The description of the current room. It is the

output of the last look command.
5. Previous commands: The list of the ten previously exe-

cuted commands.
6. Required utilities: The list of kitchen appliances needed

for the recipe, e.g., knife or stove. This list is a result of
the prediction by the recipe model described in Section
”Command Generation”.

7. Discovered locations: The list of previously visited loca-
tions.

8. Location: The name of the current location, extracted
from the last observation (if it included a location).
The architecture of the model is shown in Figure 2. It con-

sists of four building blocks: context encoding, commands
encoding, computation of the value of the current state, and
the command scoring.

Context Encoding The input to the context encoding are
the eight text-based features described above. Each of them
is a sequence of words that we embed using a trainable 100-
dimensional word embedding, initialized with pre-trained

Observation
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…
 

em
be

dd
in

g 

text sequence 1 

Rseqlen1�100
<latexit sha1_base64="Ys84WnppVT4GhMM21wnx/hn0Xxw="></latexit>

…
 

…
 

↑
↑

↑
↑

…
 

R32
<latexit sha1_base64="sltRoZe8AR32coPsyz8DVZYYo5I=">AAAB+HicdVDLSsNAFJ3UV62PRl26GSyCq5CktY9d0Y3LKrYV2lgm00k7dPJgZiLUkC9x40IRt36KO//GSVpBRQ8MHM65l3vmuBGjQprmh1ZYWV1b3yhulra2d3bL+t5+T4Qxx6SLQxbyGxcJwmhAupJKRm4iTpDvMtJ3Z+eZ378jXNAwuJbziDg+mgTUoxhJJY308tBHcuq6yVV6m1TtdKRXTKNuV09bVaiI2bBqjZzUW00LWoaZowKW6Iz09+E4xLFPAokZEmJgmZF0EsQlxYykpWEsSITwDE3IQNEA+UQ4SR48hcdKGUMv5OoFEubq940E+ULMfVdNZjHFby8T//IGsfSaTkKDKJYkwItDXsygDGHWAhxTTrBkc0UQ5lRlhXiKOMJSdVVSJXz9FP5PerZhVQ37slZpny3rKIJDcAROgAUaoA0uQAd0AQYxeABP4Fm71x61F+11MVrQljsH4Ae0t08e45Nn</latexit>

R32
<latexit sha1_base64="sltRoZe8AR32coPsyz8DVZYYo5I=">AAAB+HicdVDLSsNAFJ3UV62PRl26GSyCq5CktY9d0Y3LKrYV2lgm00k7dPJgZiLUkC9x40IRt36KO//GSVpBRQ8MHM65l3vmuBGjQprmh1ZYWV1b3yhulra2d3bL+t5+T4Qxx6SLQxbyGxcJwmhAupJKRm4iTpDvMtJ3Z+eZ378jXNAwuJbziDg+mgTUoxhJJY308tBHcuq6yVV6m1TtdKRXTKNuV09bVaiI2bBqjZzUW00LWoaZowKW6Iz09+E4xLFPAokZEmJgmZF0EsQlxYykpWEsSITwDE3IQNEA+UQ4SR48hcdKGUMv5OoFEubq940E+ULMfVdNZjHFby8T//IGsfSaTkKDKJYkwItDXsygDGHWAhxTTrBkc0UQ5lRlhXiKOMJSdVVSJXz9FP5PerZhVQ37slZpny3rKIJDcAROgAUaoA0uQAd0AQYxeABP4Fm71x61F+11MVrQljsH4Ae0t08e45Nn</latexit>

concatenation

↑

text sequence 8 

GRUs
<latexit sha1_base64="bK7oJo6jTuhlE4cfsv65rGdqYeo=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSRV0GPRgx6rmLbQhLLZbtulm03YnYgl9G948aCIV/+MN/+N2zYHbX0w8Hhvhpl5YSK4Rsf5tgorq2vrG8XN0tb2zu5eef+gqeNUUebRWMSqHRLNBJfMQ46CtRPFSBQK1gpH11O/9ciU5rF8wHHCgogMJO9zStBIvo/sCbObe2/S1d1yxak6M9jLxM1JBXI0uuUvvxfTNGISqSBad1wnwSAjCjkVbFLyU80SQkdkwDqGShIxHWSzmyf2iVF6dj9WpiTaM/X3REYircdRaDojgkO96E3F/7xOiv3LIOMySZFJOl/UT4WNsT0NwO5xxSiKsSGEKm5utemQKELRxFQyIbiLLy+TZq3qnlVrd+eV+lUeRxGO4BhOwYULqMMtNMADCgk8wyu8Wan1Yr1bH/PWgpXPHMIfWJ8/PCaRzw==</latexit>

GRUf1
<latexit sha1_base64="Nxx/zGPyz5JyOrKY/gbFDhMq4/k=">AAAB+HicbVBNS8NAEN3Ur1o/GvXoJVgETyWpgh6LHvRYxbSFNoTNdtMu3WzC7kSsIb/EiwdFvPpTvPlv3LY5aOuDgcd7M8zMCxLOFNj2t1FaWV1b3yhvVra2d3ar5t5+W8WpJNQlMY9lN8CKciaoCww47SaS4ijgtBOMr6Z+54FKxWJxD5OEehEeChYygkFLvlntA32E7PrOzf0sdHLfrNl1ewZrmTgFqaECLd/86g9ikkZUAOFYqZ5jJ+BlWAIjnOaVfqpogskYD2lPU4EjqrxsdnhuHWtlYIWx1CXAmqm/JzIcKTWJAt0ZYRipRW8q/uf1UggvvIyJJAUqyHxRmHILYmuagjVgkhLgE00wkUzfapERlpiAzqqiQ3AWX14m7UbdOa03bs9qzcsijjI6REfoBDnoHDXRDWohFxGUomf0it6MJ+PFeDc+5q0lo5g5QH9gfP4A4P2TOg==</latexit>

GRUf8
<latexit sha1_base64="OrpXLkPuyAeSifrWjEZqlNmBpn4=">AAAB+HicbVBNS8NAEN34WetHox69LBbBU0mqYI9FD3qsYtpCG8Jmu2mXbj7YnYg15Jd48aCIV3+KN/+N2zYHbX0w8Hhvhpl5fiK4Asv6NlZW19Y3Nktb5e2d3b2KuX/QVnEqKXNoLGLZ9YligkfMAQ6CdRPJSOgL1vHHV1O/88Ck4nF0D5OEuSEZRjzglICWPLPSB/YI2fWdk3tZ0Mg9s2rVrBnwMrELUkUFWp751R/ENA1ZBFQQpXq2lYCbEQmcCpaX+6liCaFjMmQ9TSMSMuVms8NzfKKVAQ5iqSsCPFN/T2QkVGoS+rozJDBSi95U/M/rpRA03IxHSQosovNFQSowxHiaAh5wySiIiSaESq5vxXREJKGgsyrrEOzFl5dJu16zz2r12/Nq87KIo4SO0DE6RTa6QE10g1rIQRSl6Bm9ojfjyXgx3o2PeeuKUcwcoj8wPn8A66CTQQ==</latexit>

↑
h⇤

t�1
<latexit sha1_base64="kZWZXlzlHijCBCwVA65NxZIbRz8=">AAAB8HicbVDLSgNBEOz1GeMr6tHLYBBEMOxGQY9BLx4jmIcka5idTJIhM7vLTK8QlnyFFw+KePVzvPk3TpI9aGJBQ1HVTXdXEEth0HW/naXlldW19dxGfnNre2e3sLdfN1GiGa+xSEa6GVDDpQh5DQVK3ow1pyqQvBEMbyZ+44lrI6LwHkcx9xXth6InGEUrPQweTzspnnnjTqHoltwpyCLxMlKEDNVO4avdjViieIhMUmNanhujn1KNgkk+zrcTw2PKhrTPW5aGVHHjp9ODx+TYKl3Si7StEMlU/T2RUmXMSAW2U1EcmHlvIv7ntRLsXfmpCOMEechmi3qJJBiRyfekKzRnKEeWUKaFvZWwAdWUoc0ob0Pw5l9eJPVyyTsvle8uipXrLI4cHMIRnIAHl1CBW6hCDRgoeIZXeHO08+K8Ox+z1iUnmzmAP3A+fwAXuY/x</latexit>

h⇤
t

<latexit sha1_base64="N+3Rz9g3a4v3WIdPWiPGJb5sXmk=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSKIh5JUQY9FLx4r2A9oY9lsN+3SzSbsToQS+iO8eFDEq7/Hm//GbZuDtj4YeLw3w8y8IJHCoOt+Oyura+sbm4Wt4vbO7t5+6eCwaeJUM95gsYx1O6CGS6F4AwVK3k40p1EgeSsY3U791hPXRsTqAccJ9yM6UCIUjKKVWsPH816Gk16p7FbcGcgy8XJShhz1Xumr249ZGnGFTFJjOp6boJ9RjYJJPil2U8MTykZ0wDuWKhpx42ezcyfk1Cp9EsbalkIyU39PZDQyZhwFtjOiODSL3lT8z+ukGF77mVBJilyx+aIwlQRjMv2d9IXmDOXYEsq0sLcSNqSaMrQJFW0I3uLLy6RZrXgXler9Zbl2k8dRgGM4gTPw4ApqcAd1aACDETzDK7w5ifPivDsf89YVJ585gj9wPn8AOkmPfw==</latexit>

↑R256
<latexit sha1_base64="WHL/1e/zuyLJ0mCErylZBoRNLr0=">AAAB+XicdVDLSsNAFJ34rPUVdelmsAiuQpK+d0U3LqvYB7SxTKaTdujkwcykUEL+xI0LRdz6J+78GydpBRU9MHA4517umeNGjAppmh/a2vrG5tZ2Yae4u7d/cKgfHXdFGHNMOjhkIe+7SBBGA9KRVDLSjzhBvstIz51dZX5vTrigYXAnFxFxfDQJqEcxkkoa6frQR3Lqusltep/Y1Vo60kumUbPL1WYZKmLWrUo9J7Vmw4KWYeYogRXaI/19OA5x7JNAYoaEGFhmJJ0EcUkxI2lxGAsSITxDEzJQNEA+EU6SJ0/huVLG0Au5eoGEufp9I0G+EAvfVZNZTvHby8S/vEEsvYaT0CCKJQnw8pAXMyhDmNUAx5QTLNlCEYQ5VVkhniKOsFRlFVUJXz+F/5OubVhlw76plFqXqzoK4BScgQtggTpogWvQBh2AwRw8gCfwrCXao/aivS5H17TVzgn4Ae3tE55tk6k=</latexit> R256

<latexit sha1_base64="WHL/1e/zuyLJ0mCErylZBoRNLr0=">AAAB+XicdVDLSsNAFJ34rPUVdelmsAiuQpK+d0U3LqvYB7SxTKaTdujkwcykUEL+xI0LRdz6J+78GydpBRU9MHA4517umeNGjAppmh/a2vrG5tZ2Yae4u7d/cKgfHXdFGHNMOjhkIe+7SBBGA9KRVDLSjzhBvstIz51dZX5vTrigYXAnFxFxfDQJqEcxkkoa6frQR3Lqusltep/Y1Vo60kumUbPL1WYZKmLWrUo9J7Vmw4KWYeYogRXaI/19OA5x7JNAYoaEGFhmJJ0EcUkxI2lxGAsSITxDEzJQNEA+EU6SJ0/huVLG0Au5eoGEufp9I0G+EAvfVZNZTvHby8S/vEEsvYaT0CCKJQnw8pAXMyhDmNUAx5QTLNlCEYQ5VVkhniKOsFRlFVUJXz+F/5OubVhlw76plFqXqzoK4BScgQtggTpogWvQBh2AwRw8gCfwrCXao/aivS5H17TVzgn4Ae3tE55tk6k=</latexit> FC
<latexit sha1_base64="LnDO3i4sW8+AWkOzdVvqHF2jDpg=">AAACAnicbVDJSgNBEO1xjXEb9SReGoPgKczE9RgMiAcPUUwiZELo6VRik56F7hoxDMGLv+LFgyJe/Qpv/o2d5aCJD4p6vFdFdz0/lkKj43xbM7Nz8wuLmaXs8srq2rq9sVnVUaI4VHgkI3XrMw1ShFBBgRJuYwUs8CXU/G5p4NfuQWkRhTfYi6ERsE4o2oIzNFLT3vYQHjA9L/U9L7tXODqmg34Nl5WmnXPyzhB0mrhjkiNjlJv2l9eKeBJAiFwyreuuE2MjZQoFl9DPeomGmPEu60Dd0JAFoBvp8IQ+3TNKi7YjZSpEOlR/b6Qs0LoX+GYyYHinJ72B+J9XT7B92khFGCcIIR891E4kxYgO8qAtoYCj7BnCuBLmr5TfMcU4mtSyJgR38uRpUi3k3YN84eowVzwbx5EhO2SX7BOXnJAiuSBlUiGcPJJn8krerCfrxXq3PkajM9Z4Z4v8gfX5A+zHlS4=</latexit>

256
<latexit sha1_base64="FXAEHbFbCj7aMIfH74sUk7p9yN0=">AAAB8HicbVBNT8JAEJ36ifUL9ehlIyHxRFr8PBK9ePCAxgIGGrJdtrBhu212tyak4Vd48aAxXv053vw3LtCDgi+Z5OW9mczMCxLOlHacb2tpeWV1bb2wYW9ube/sFvf2GypOJaEeiXksWwFWlDNBPc00p61EUhwFnDaD4fXEbz5RqVgsHvQooX6E+4KFjGBtpMfq2bldvqe3XrdYcirOFGiRuDkpQY56t/jV6cUkjajQhGOl2q6TaD/DUjPC6djupIommAxxn7YNFTiiys+mB49R2Sg9FMbSlNBoqv6eyHCk1CgKTGeE9UDNexPxP6+d6vDSz5hIUk0FmS0KU450jCbfox6TlGg+MgQTycytiAywxESbjGwTgjv/8iJpVCvuSaV6d1qqXeVxFOAQjuAYXLiAGtxAHTwgEMEzvMKbJa0X6936mLUuWfnMAfyB9fkDnuSO/A==</latexit>

ReLU
<latexit sha1_base64="oWFrsF3LmRJ4rDrXsSQp4zqyhr0=">AAAB63icbVBNS8NAEJ34WetX1aOXxSJ4KkkV9Fj04sFDFdMW2lA22027dHcTdjdCCf0LXjwo4tU/5M1/46bNQVsfDDzem2FmXphwpo3rfjsrq2vrG5ulrfL2zu7efuXgsKXjVBHqk5jHqhNiTTmT1DfMcNpJFMUi5LQdjm9yv/1ElWaxfDSThAYCDyWLGMEmlx7ond+vVN2aOwNaJl5BqlCg2a989QYxSQWVhnCsdddzExNkWBlGOJ2We6mmCSZjPKRdSyUWVAfZ7NYpOrXKAEWxsiUNmqm/JzIstJ6I0HYKbEZ60cvF/7xuaqKrIGMySQ2VZL4oSjkyMcofRwOmKDF8YgkmitlbERlhhYmx8ZRtCN7iy8ukVa9557X6/UW1cV3EUYJjOIEz8OASGnALTfCBwAie4RXeHOG8OO/Ox7x1xSlmjuAPnM8fq+ON/g==</latexit>

↑ ↑ vt
<latexit sha1_base64="zFrDWKar3zPnchwHAHah95uF6pA=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KkkV9Fj04rGi/YA2lM120y7dbMLupFBCf4IXD4p49Rd589+4bXPQ1gcDj/dmmJkXJFIYdN1vZ219Y3Nru7BT3N3bPzgsHR03TZxqxhsslrFuB9RwKRRvoEDJ24nmNAokbwWju5nfGnNtRKyecJJwP6IDJULBKFrpcdzDXqnsVtw5yCrxclKGHPVe6avbj1kacYVMUmM6npugn1GNgkk+LXZTwxPKRnTAO5YqGnHjZ/NTp+TcKn0SxtqWQjJXf09kNDJmEgW2M6I4NMveTPzP66QY3viZUEmKXLHFojCVBGMy+5v0heYM5cQSyrSwtxI2pJoytOkUbQje8surpFmteJeV6sNVuXabx1GAUziDC/DgGmpwD3VoAIMBPMMrvDnSeXHenY9F65qTz5zAHzifP29+jeU=</latexit>

R<latexit sha1_base64="wtzDpgMEkoib/lVyKXcE2J+zpHU=">AAAB8XicdVBNTwIxFHyLX4hfqEcvjcTE02YXFuFI9OIRjYARNqRbCjR0u5u2a0I2/AsvHjTGq//Gm//GLmCiRidpMpl5L503QcyZ0o7zYeVWVtfWN/Kbha3tnd294v5BW0WJJLRFIh7J2wArypmgLc00p7expDgMOO0Ek4vM79xTqVgkbvQ0pn6IR4INGcHaSHe9EOtxEKTXs36x5NjVqud6Z8iQSt2teQvilD3k2s4cJVii2S++9wYRSUIqNOFYqa7rxNpPsdSMcDor9BJFY0wmeES7hgocUuWn88QzdGKUARpG0jyh0Vz9vpHiUKlpGJjJLKH67WXiX1430cO6nzIRJ5oKsvhomHCkI5SdjwZMUqL51BBMJDNZERljiYk2JRVMCV+Xov9Ju2y7Fbt85ZUa58s68nAEx3AKLtSgAZfQhBYQEPAAT/BsKevRerFeF6M5a7lzCD9gvX0CK2uRQQ==</latexit>

Command 1

Command k

…
 

em
be

dd
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g 

text sequence 1 

…
 

…
 

↑
↑

↑
↑

…
 

R32
<latexit sha1_base64="sltRoZe8AR32coPsyz8DVZYYo5I=">AAAB+HicdVDLSsNAFJ3UV62PRl26GSyCq5CktY9d0Y3LKrYV2lgm00k7dPJgZiLUkC9x40IRt36KO//GSVpBRQ8MHM65l3vmuBGjQprmh1ZYWV1b3yhulra2d3bL+t5+T4Qxx6SLQxbyGxcJwmhAupJKRm4iTpDvMtJ3Z+eZ378jXNAwuJbziDg+mgTUoxhJJY308tBHcuq6yVV6m1TtdKRXTKNuV09bVaiI2bBqjZzUW00LWoaZowKW6Iz09+E4xLFPAokZEmJgmZF0EsQlxYykpWEsSITwDE3IQNEA+UQ4SR48hcdKGUMv5OoFEubq940E+ULMfVdNZjHFby8T//IGsfSaTkKDKJYkwItDXsygDGHWAhxTTrBkc0UQ5lRlhXiKOMJSdVVSJXz9FP5PerZhVQ37slZpny3rKIJDcAROgAUaoA0uQAd0AQYxeABP4Fm71x61F+11MVrQljsH4Ae0t08e45Nn</latexit>

R32
<latexit sha1_base64="sltRoZe8AR32coPsyz8DVZYYo5I=">AAAB+HicdVDLSsNAFJ3UV62PRl26GSyCq5CktY9d0Y3LKrYV2lgm00k7dPJgZiLUkC9x40IRt36KO//GSVpBRQ8MHM65l3vmuBGjQprmh1ZYWV1b3yhulra2d3bL+t5+T4Qxx6SLQxbyGxcJwmhAupJKRm4iTpDvMtJ3Z+eZ378jXNAwuJbziDg+mgTUoxhJJY308tBHcuq6yVV6m1TtdKRXTKNuV09bVaiI2bBqjZzUW00LWoaZowKW6Iz09+E4xLFPAokZEmJgmZF0EsQlxYykpWEsSITwDE3IQNEA+UQ4SR48hcdKGUMv5OoFEubq940E+ULMfVdNZjHFby8T//IGsfSaTkKDKJYkwItDXsygDGHWAhxTTrBkc0UQ5lRlhXiKOMJSdVVSJXz9FP5PerZhVQ37slZpny3rKIJDcAROgAUaoA0uQAd0AQYxeABP4Fm71x61F+11MVrQljsH4Ae0t08e45Nn</latexit>

text sequence k 

Rcmdlen1�100
<latexit sha1_base64="HOpgSOQB25+5q81mROk4PZc112A="></latexit>

Rseqlen8�100
<latexit sha1_base64="Chi1ocw/yzJgN7jd5/nIk5sFV3Y="></latexit>

Rcmdlenk�100
<latexit sha1_base64="pywXXvOg/fJBNQyGqM2A/0CVfMI="></latexit> GRUc

<latexit sha1_base64="hwHnnEwjQkVDC0uA2YfAhs0scMI=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSJ4KkkV9Fj0oMcqpi20oWy2m3bpZhN2J0Ip/Q1ePCji1R/kzX/jts1BWx8MPN6bYWZemEph0HW/nZXVtfWNzcJWcXtnd2+/dHDYMEmmGfdZIhPdCqnhUijuo0DJW6nmNA4lb4bDm6nffOLaiEQ94ijlQUz7SkSCUbSSf/vgd1m3VHYr7gxkmXg5KUOOerf01eklLIu5QiapMW3PTTEYU42CST4pdjLDU8qGtM/blioacxOMZ8dOyKlVeiRKtC2FZKb+nhjT2JhRHNrOmOLALHpT8T+vnWF0FYyFSjPkis0XRZkkmJDp56QnNGcoR5ZQpoW9lbAB1ZShzadoQ/AWX14mjWrFO69U7y/Ktes8jgIcwwmcgQeXUIM7qIMPDAQ8wyu8Ocp5cd6dj3nripPPHMEfOJ8/V0uOYA==</latexit>

GRUc
<latexit sha1_base64="hwHnnEwjQkVDC0uA2YfAhs0scMI=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSJ4KkkV9Fj0oMcqpi20oWy2m3bpZhN2J0Ip/Q1ePCji1R/kzX/jts1BWx8MPN6bYWZemEph0HW/nZXVtfWNzcJWcXtnd2+/dHDYMEmmGfdZIhPdCqnhUijuo0DJW6nmNA4lb4bDm6nffOLaiEQ94ijlQUz7SkSCUbSSf/vgd1m3VHYr7gxkmXg5KUOOerf01eklLIu5QiapMW3PTTEYU42CST4pdjLDU8qGtM/blioacxOMZ8dOyKlVeiRKtC2FZKb+nhjT2JhRHNrOmOLALHpT8T+vnWF0FYyFSjPkis0XRZkkmJDp56QnNGcoR5ZQpoW9lbAB1ZShzadoQ/AWX14mjWrFO69U7y/Ktes8jgIcwwmcgQeXUIM7qIMPDAQ8wyu8Ocp5cd6dj3nripPPHMEfOJ8/V0uOYA==</latexit>

ef1
<latexit sha1_base64="/N8t0kFxIzETlV0VU8FsMU4PEu0=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48V7Ae0oWy2k3btZhN2N0IJ/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHssHM0nQj+hQ8pAzaqzUwn4WetN+ueJW3TnIKvFyUoEcjX75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NopObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsdTLgCpkRE0soU9zeStiIKsqMDahkQ/CWX14lrVrVu6jW7i8r9Zs8jiKcwCmcgwdXUIc7aEATGDzCM7zCmxM7L86787FoLTj5zDH8gfP5A3Yajw0=</latexit>

ef8
<latexit sha1_base64="o25ko281o4FCC6eEPHxjmfYB3T8=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqYI9FLx4r2FpoQ9lsJ+3azSbsboQS+h+8eFDEq//Hm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTjm5n/8IRK81jem0mCfkSHkoecUWOlNvazsD7tlytu1Z2DrBIvJxXI0eyXv3qDmKURSsME1brruYnxM6oMZwKnpV6qMaFsTIfYtVTSCLWfza+dkjOrDEgYK1vSkLn6eyKjkdaTKLCdETUjvezNxP+8bmrCup9xmaQGJVssClNBTExmr5MBV8iMmFhCmeL2VsJGVFFmbEAlG4K3/PIqadeq3kW1dndZaVzncRThBE7hHDy4ggbcQhNawOARnuEV3pzYeXHenY9Fa8HJZ47hD5zPH4C9jxQ=</latexit>

ec1
<latexit sha1_base64="Fv1s0lJr6QxWSm2YmBn9TsmwGjw=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48V7Ae0oWy2k3btZhN2N0IJ/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHssHM0nQj+hQ8pAzaqzUwn7GvGm/XHGr7hxklXg5qUCORr/81RvELI1QGiao1l3PTYyfUWU4Ezgt9VKNCWVjOsSupZJGqP1sfu2UnFllQMJY2ZKGzNXfExmNtJ5Ege2MqBnpZW8m/ud1UxNe+xmXSWpQssWiMBXExGT2OhlwhcyIiSWUKW5vJWxEFWXGBlSyIXjLL6+SVq3qXVRr95eV+k0eRxFO4BTOwYMrqMMdNKAJDB7hGV7hzYmdF+fd+Vi0Fpx85hj+wPn8AXGIjwo=</latexit>

eck
<latexit sha1_base64="loIt/kooc+UaXuOPu/I2JcOV73I=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48V7Ae0oWy2k3btZhN2N0IJ/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHssHM0nQj+hQ8pAzaqzUwn7GxtN+ueJW3TnIKvFyUoEcjX75qzeIWRqhNExQrbuemxg/o8pwJnBa6qUaE8rGdIhdSyWNUPvZ/NopObPKgISxsiUNmau/JzIaaT2JAtsZUTPSy95M/M/rpia89jMuk9SgZItFYSqIicnsdTLgCpkRE0soU9zeStiIKsqMDahkQ/CWX14lrVrVu6jW7i8r9Zs8jiKcwCmcgwdXUIc7aEATGDzCM7zCmxM7L86787FoLTj5zDH8gfP5A8mqj0Q=</latexit>

c1
<latexit sha1_base64="bxLhQ885cIXIOA7SAduGcGiC4fY=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0wPpev1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMTXvsZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vklat6l1Ua/eXlfpNHkcRTuAUzsGDK6jDHTSgCQyG8Ayv8OYI58V5dz4WrQUnnzmGP3A+fwDs8Y2P</latexit>

ck
<latexit sha1_base64="9jPiyMYc+vUXqSHeoxb8juiTH1M=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0wPrjfrniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmvPYzLpPUoGSLRWEqiInJ7G8y4AqZERNLKFPc3krYiCrKjE2nZEPwll9eJa1a1buo1u4vK/WbPI4inMApnIMHV1CHO2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gBE6I3J</latexit>

…
 

c1
<latexit sha1_base64="bxLhQ885cIXIOA7SAduGcGiC4fY=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0wPpev1xxq+4cZJV4OalAjka//NUbxCyNUBomqNZdz02Mn1FlOBM4LfVSjQllYzrErqWSRqj9bH7qlJxZZUDCWNmShszV3xMZjbSeRIHtjKgZ6WVvJv7ndVMTXvsZl0lqULLFojAVxMRk9jcZcIXMiIkllClubyVsRBVlxqZTsiF4yy+vklat6l1Ua/eXlfpNHkcRTuAUzsGDK6jDHTSgCQyG8Ayv8OYI58V5dz4WrQUnnzmGP3A+fwDs8Y2P</latexit>

h⇤
t

<latexit sha1_base64="N+3Rz9g3a4v3WIdPWiPGJb5sXmk=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSKIh5JUQY9FLx4r2A9oY9lsN+3SzSbsToQS+iO8eFDEq7/Hm//GbZuDtj4YeLw3w8y8IJHCoOt+Oyura+sbm4Wt4vbO7t5+6eCwaeJUM95gsYx1O6CGS6F4AwVK3k40p1EgeSsY3U791hPXRsTqAccJ9yM6UCIUjKKVWsPH816Gk16p7FbcGcgy8XJShhz1Xumr249ZGnGFTFJjOp6boJ9RjYJJPil2U8MTykZ0wDuWKhpx42ezcyfk1Cp9EsbalkIyU39PZDQyZhwFtjOiODSL3lT8z+ukGF77mVBJilyx+aIwlQRjMv2d9IXmDOXYEsq0sLcSNqSaMrQJFW0I3uLLy6RZrXgXler9Zbl2k8dRgGM4gTPw4ApqcAd1aACDETzDK7w5ifPivDsf89YVJ585gj9wPn8AOkmPfw==</latexit>

h⇤
t

<latexit sha1_base64="N+3Rz9g3a4v3WIdPWiPGJb5sXmk=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSKIh5JUQY9FLx4r2A9oY9lsN+3SzSbsToQS+iO8eFDEq7/Hm//GbZuDtj4YeLw3w8y8IJHCoOt+Oyura+sbm4Wt4vbO7t5+6eCwaeJUM95gsYx1O6CGS6F4AwVK3k40p1EgeSsY3U791hPXRsTqAccJ9yM6UCIUjKKVWsPH816Gk16p7FbcGcgy8XJShhz1Xumr249ZGnGFTFJjOp6boJ9RjYJJPil2U8MTykZ0wDuWKhpx42ezcyfk1Cp9EsbalkIyU39PZDQyZhwFtjOiODSL3lT8z+ukGF77mVBJilyx+aIwlQRjMv2d9IXmDOXYEsq0sLcSNqSaMrQJFW0I3uLLy6RZrXgXler9Zbl2k8dRgGM4gTPw4ApqcAd1aACDETzDK7w5ifPivDsf89YVJ585gj9wPn8AOkmPfw==</latexit>

ck
<latexit sha1_base64="9jPiyMYc+vUXqSHeoxb8juiTH1M=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0wPrjfrniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmvPYzLpPUoGSLRWEqiInJ7G8y4AqZERNLKFPc3krYiCrKjE2nZEPwll9eJa1a1buo1u4vK/WbPI4inMApnIMHV1CHO2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gBE6I3J</latexit>

FC
<latexit sha1_base64="LnDO3i4sW8+AWkOzdVvqHF2jDpg=">AAACAnicbVDJSgNBEO1xjXEb9SReGoPgKczE9RgMiAcPUUwiZELo6VRik56F7hoxDMGLv+LFgyJe/Qpv/o2d5aCJD4p6vFdFdz0/lkKj43xbM7Nz8wuLmaXs8srq2rq9sVnVUaI4VHgkI3XrMw1ShFBBgRJuYwUs8CXU/G5p4NfuQWkRhTfYi6ERsE4o2oIzNFLT3vYQHjA9L/U9L7tXODqmg34Nl5WmnXPyzhB0mrhjkiNjlJv2l9eKeBJAiFwyreuuE2MjZQoFl9DPeomGmPEu60Dd0JAFoBvp8IQ+3TNKi7YjZSpEOlR/b6Qs0LoX+GYyYHinJ72B+J9XT7B92khFGCcIIR891E4kxYgO8qAtoYCj7BnCuBLmr5TfMcU4mtSyJgR38uRpUi3k3YN84eowVzwbx5EhO2SX7BOXnJAiuSBlUiGcPJJn8krerCfrxXq3PkajM9Z4Z4v8gfX5A+zHlS4=</latexit>

256
<latexit sha1_base64="FXAEHbFbCj7aMIfH74sUk7p9yN0=">AAAB8HicbVBNT8JAEJ36ifUL9ehlIyHxRFr8PBK9ePCAxgIGGrJdtrBhu212tyak4Vd48aAxXv053vw3LtCDgi+Z5OW9mczMCxLOlHacb2tpeWV1bb2wYW9ube/sFvf2GypOJaEeiXksWwFWlDNBPc00p61EUhwFnDaD4fXEbz5RqVgsHvQooX6E+4KFjGBtpMfq2bldvqe3XrdYcirOFGiRuDkpQY56t/jV6cUkjajQhGOl2q6TaD/DUjPC6djupIommAxxn7YNFTiiys+mB49R2Sg9FMbSlNBoqv6eyHCk1CgKTGeE9UDNexPxP6+d6vDSz5hIUk0FmS0KU450jCbfox6TlGg+MgQTycytiAywxESbjGwTgjv/8iJpVCvuSaV6d1qqXeVxFOAQjuAYXLiAGtxAHTwgEMEzvMKbJa0X6936mLUuWfnMAfyB9fkDnuSO/A==</latexit>

ReLU
<latexit sha1_base64="oWFrsF3LmRJ4rDrXsSQp4zqyhr0=">AAAB63icbVBNS8NAEJ34WetX1aOXxSJ4KkkV9Fj04sFDFdMW2lA22027dHcTdjdCCf0LXjwo4tU/5M1/46bNQVsfDDzem2FmXphwpo3rfjsrq2vrG5ulrfL2zu7efuXgsKXjVBHqk5jHqhNiTTmT1DfMcNpJFMUi5LQdjm9yv/1ElWaxfDSThAYCDyWLGMEmlx7ond+vVN2aOwNaJl5BqlCg2a989QYxSQWVhnCsdddzExNkWBlGOJ2We6mmCSZjPKRdSyUWVAfZ7NYpOrXKAEWxsiUNmqm/JzIstJ6I0HYKbEZ60cvF/7xuaqKrIGMySQ2VZL4oSjkyMcofRwOmKDF8YgkmitlbERlhhYmx8ZRtCN7iy8ukVa9557X6/UW1cV3EUYJjOIEz8OASGnALTfCBwAie4RXeHOG8OO/Ox7x1xSlmjuAPnM8fq+ON/g==</latexit>

Rk�32+256
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text sequence 

Figure 2: Illustration of the model. From a textual description of the context, together with k different possible commands, it
computes a categorical distribution over the commands, as well as a scalar representing the value of the current game’s state.

GloVe (Pennington, Socher, and Manning 2014). This re-
sults in eight matrices of shape (seqleni ⇥ 100 for i =
1, . . . , 8) that are fed into eight separate bi-directional GRUs
(GRUfi). Using the last hidden vector of each GRU, we con-
struct a fixed size encoding of size 32 for every feature input
sequence. By concatenating the individual vectors, we ob-
tain a representation for the full context with a fixed size of
256. To obtain the final context encoding h⇤, we pass this
representation into another GRU (GRUs) that has its recur-
rency over time, i.e., it takes as hidden state the context en-
coding from the previous time-step (Yuan et al. 2018a).

Commands Encoding At every time-step, the model has
a set with varying length kt of different possible commands
to choose from. Each command is embedded using the same
embedding matrix as the context, resulting in a set of k ma-
trices of size (cmdleni ⇥ 100)2. A single GRU (GRUc) is
used to encode the k different commands individually to
fixed-size representations ci 2 R32 for i = 1, . . . , k.

Value Computation As described in more detail in the
upcoming subsection, we use an advantage-actor-critic ap-
proach to train the agent. This approach requires a critic

function that determines the value of the current state. In
our model, we compute this scalar value by passing the en-
coded context h⇤ through an MLP with a single hidden layer
of size 256 and ReLU activations.

Scoring and Command Selection For each possible com-
mand, we compute a scalar score by feeding the concatena-
tion of the encoded context h⇤ and the encoded command
ci for i = 1, . . . , k into an MLP with a single hidden layer
of size 256 and ReLU activations. We obtain a score vector
st 2 Rk that ranks the k possible commands. On top of the

2The sequence lengths of commands vary since the commands
range from single words, e.g., inventory, to short sentences, e.g.,
cook the red hot pepper with grill.

score vector, we apply a softmax to turn it into a categorical
distribution pt. Based on pt, we sample the final command
from the presented set of input commands.

Training the agent with the Actor-Critic method
We use an online actor-critic algorithm with a shared net-
work design to optimize the agent. We compute the return
Rt of a single time-step t in the session of length T by us-
ing the n-step temporal difference method (Sutton and Barto
2018, ch. 7)

R(st, at) = �T�tv(sT ) +
T�tX

⌧=0

�⌧r(st+⌧ , at+⌧ ) (1)

where � denotes the discount factor, and v(sT ) denotes the
value of the state, determined by the critic network, that
depends on the state sT . The game-environment determines
the score r, based on the state s, and the chosen action a.

From Rt we compute the advantage At at time-step t by
subtracting the state value from the critic network, i.e.

A(st, at) = R(st, at) � vt(st). (2)

While the value function from the critic v captures how good
a certain state is, the advantage informs us how much extra
reward we obtain from action a compared to the expected
reward in the current state s. For the sake of brevity, we will
drop the indication of dependence of the state s and action a
from now on.

Objective The full objective L consists of three individ-
ual terms: the policy loss, the value loss, and the entropy
loss. The policy term optimizes the parameters of the actor-
network while keeping the critic’s weights fixed. It encour-
ages (penalizes) the current policy if it led to a positive (neg-
ative) advantage. The policy loss is given by the following

部分観測マルコフ決定過程 
レスポンス文章のベクトル化→状態推定 
利用可能コマンド集合のベクトル化 
状態xコマンド集合 →実行コマンド
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TextWorld: A Learning Environment for Text-Based Games. In Computer Games: 7th Workshop, CGW 
2018, IJCAI 2018, July 13, 2018, Revised Selected Papers (Vol. 1017, p. 41). Springer.
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Figure 3: Overview of the framework. The two main components (in blue) of the proposed pipeline:
the game generator and the game engine, which handles interactive play. Inform 7 and Git-Glulx
are third-party libraries (in green) and the agent (in red) should be provided by the user. Given
some knowledge base, sampled game definitions are first converted to Inform 7 code and compiled
into a Glulx executable file. Then, agents interact with the game by communicating with the
Git-Glulx interpreter via TextWorld.

Figure 4: Simple environment with one room (kitchen), a container (fridge), a supporter
(table), a food item (apple) and nothing in the player’s inventory.

inference engine implements simple algorithms specific to our environments, such as a one-step
forward and backward chaining with or without fact creation (more on this in Section 3.2). In
future work our aim is to integrate the TextWorld framework with well established frameworks
such as GDL [Genesereth et al., 2005] or STRIPS [Fikes and Nilsson, 1971].

To better explain the framework, let’s consider the following simple text-based environment. There
is a kitchen with a table and a closed fridge in which there is an apple. A visual representation can
be seen in Figure 4. The player is represented by the small avatar and the letter P. Objects of the
container type are represented by a chest, supporters (or surfaces) are represented by a table and
food-type items are represented by an apple symbol. The anchor symbol next to certain objects
means that they are fixed in place (i.e., cannot be taken).

TextWorld’s generated text-based games can be represented internally as a Markov Decision Pro-
cess (MDP) [Puterman, 1994] defined by (S, A, T, R, “), where S is the set of environment states,
A is the set of actions (with Ast those available in state st œ S), T (st, a, st+1) = P(st+1|st, a) is the
state transition function that depends on current state st and action taken a œ Ast , R : S ◊A æ R
is the reward function, and “ œ [0, 1] is the discount factor. Text-based games are episodic since
they stop when the player reaches one of the winning (goal) states G µ S.

8

テキストゲームのランダム生成 
アクションとレスポンスをテキストでやりとり 
同種の問題を大量(ランダム)に生成可能 

深層強化学習 
同種の問題を大量に解いて，ポリシーを学習 
Textworld = 学習プラットフォーム

Z. Cliffe Schreuders, et al.: Security Scenario 
Generator (SecGen): A Framework for Generating 
Randomly Vulnerable Rich-scenario VMs for Learning 
Computer Security and Hosting CTF Events. ASE @ 
USENIX Security Symposium 2017

CTFのランダム生成 
SecGen@ASE’17



12研究シナリオ

 
第一段階：CTFを解く自律サイバー推論システムの構築
CTF(Capture The Flag)は，コンテスト形式で情報セキュリティ技術者の訓練に一般的に用いられる問題
である．与えられたUnix等のリモート環境下で，バイナリ解析等のハッキング手法を用いて，目標とする解答
(Flag)を得るシステムを構築し，セキュリティ技術者と競ってコンテスト上位入賞を目指す．
 
 
第二段階：複数の自律サイバー推論システムによる敵対的学習
複数の自律サイバー推論システムを互いに競わせることでサイバー防衛性能の強化を図る．攻撃または防衛に
成功すれば，その知識を全システムに共有することで，全体の知識が加速度的に強化される． 

 
 
第三段階：インターネット空間での実運用実験
複数の自律サイバー推論システムをネットワーク状にインターネット空間に配置し，外部からの攻撃試行を学
習し，効果的な防衛・反撃法を学習する．実際のサイバー攻撃では，民間の商用サーバー等に寄生して攻撃を仕
掛けてくる可能性が高いことから，有効な攻撃目標の特定に注意したシステムの構成法が求められる．

まずここから



13(アプローチ)深層強化学習による自律サイバー推論システム

just one MENU 
================
1. Add 2. Show 3. Delete 0. 

Exit 
================

レスポンス列 (状態)
$ ./one
> 1
> vi attack.py
from pwn import *
elf = ELF("one")
context.binary = elf

コマンド列 (行動)

CTFサーバー

自律サイバー推論システムによる解法

状態/状況を判断して次の行動を予測

エンコーダ デコーダ

(6) 評価手法の検討

(5) 敵対的学習による自律学習手法の検討

(4) 深層強化学習モデルの構築

(3) ハッキング手法の調査と体系化, ツール化

(2) CTFサーバーの構築とCTF解法ログの収集(1) 深層学習実験環境の強化

情報セキュリティ技術者による解法 CTFサーバーを構築し，技術者による解法ログを収集し，
深層強化学習の探索空間の絞り込み効果を評価する．

自律サイバー推論システムが利用可能なハッキング
ツール（Fuzzing, シンボリック実行等）のツール整備.

技術者の解法に頼らない自律的な学習手法を構築する．

CTFスコアによる評価に加えて，報酬関数の高度化
につながる細粒度の評価指標を検討する.

高速な計算機環境の構築・整備



: NLP部がGRU
: NLP部がGTrXL (Transformer)

14成果1: 深層強化学習+Metasploit 
図1のNLPにはTransformer(GTrXL)を利用し，状態を表す潜在ベクトルによりコマンドの確率分布を求め，分布に応じてコマンドをサンプリングする複数の異
なった脆弱性を有するサーバーへの侵入を目標とするCTF問題の求解を実施した．その結果，GRUに基づく従来法をMetasploitに対応させたアルゴリズム 
(RedChef)に対して，提案手法（RedChef_GTrXL）が効率的に最適戦略を獲得することに成功した．実Unixサーバーを対象としたCTF問題(exploitation問題)の求
解に成功する構成を示せたことの意義は大きいと考えている． 

(Metasploit)

Metasploit

構成が異なる10種類の 
Targetサーバーへの侵入

最新のexploit、脆弱性スキャンツール、パスワードクラック
ツール等を含んだペネトレーションテスト用シェル

Metasploit・・・

Neural Agentは以下4つのアクションを組み合わせてTargetサーバーへ
の侵入タスクを実施
・ポート番号の選択
・ターゲットの選択（OS, Ver.の選択等）
・攻撃モジュールの選択（特定の脆弱性を利用するためのコード, 5000超）
・攻撃ペイロードの選択（エクスプロイト成功後に実行するコード, 数百種）

従来法

提案法



15成果2: 大規模言語モデル→CTF求解 
大規模言語モデル(LLM)をサイバーセキュリティ分野に応用し, 人間とLLMの協調作業実験を実施した結果，PicoCTF2022の問
題において図3, 図4に示すように64問中48問のフラグを獲得するなど予想外に良い結果(575位/7794人, 上位7.3%)が得られた．
この結果は，サイバーセキュリティ分野においてもLLMを幅広い問題に適用できることを示唆している． 



16成果2+: LLM + Groundingによる自律CTF求解 
研究期間終了後の成果：人工知能学会全国大会(2023年6月)で発表

• 26/64問に正解 
• 全参加者7794人中2841位 
• Binary Exploitationに苦戦（今後の課題）

• ReAct* (REasoning and ACTion) は，言語モデルが「Grounding」を通じて、推論と行動を統合する手法を与えている．
このプロセスを通じて、モデルはReasoningのステップを生成し、Action計画を立て、外部ソースから情報を集めて結
論を導く手法 

• 実験では，ReActを実装したLangChainを用いて，LLM+Groundingにより自律的に求解させた．
*Yao, S. et al. ReAct: Synergizing reasoning and acting in language models. in International conference on learning representations (ICLR) (2023).



17CTF問題の例



18CTF問題の例
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PENTESTGPT: An LLM-empowered Automatic 
Penetration Testing Tool

Gelei Deng , Yi Liu , V´ıctor Mayoral-Vilches , Peng Liu , Yuekang Li , Yuan Xu 
Tianwei Zhang , Yang Liu , Martin Pinzger , and Stefan Rass

全体図

4

タスクツリー

タスクツリーの具体例

実験結果

関連研究



20実験設定（picoCTF）

14

問題カテゴリ

picoCTFとは

• 主に中高生や初学者向けに作られたオンラインのCTF競技大会で,Carnegie Mellon Universityが
主催している. 

• picoCTF2022の問題は全部で64問あり,それぞれ100,200,300,400,500のポイントが与えられる. 

• 最終的なスコアが高かった上位チームには賞金が与えられる場合がある.

カテゴリ 説明 攻撃例
Web Exploitation

Webアプリケーションにおいて,

脆弱性を突いた攻撃を行う.

SQLインジェクション,クロスサ
イトスクリプティング(XSS)

Cryptography
暗号理論を用いた問題が出題さ
れ,解読を試みる.

暗号文の解読,暗号鍵の復号化

Forensics
決められたデータから情報を探索
する.

メモリダンプからの情報抽出,

ファイルからの隠された情報の
発見

Binary Exploitation
プログラムのバイナリを解析し,攻
撃手法を見つける.

バッファオーバーフロー,スタッ
クの上書き

Reverse Engineering
プログラムのバイナリを解析し,仕
様を特定する.

プログラムの逆アセンブル,実行
ファイルからの情報抽出

PicoCTF
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複雑さ

信頼性

暗号プリミティブ

小規模システム 
暗号プロトコル

大規模システム

TLS, IoT 
スマートコントラクト

暗号，署名

医療カルテシステム 
公共システム

証明可能安全性 
(困難な問題に帰着)

定理証明器/モデル検査 
(フォーマルメソッド)

攻防のイタチごっこ 

大規模言語モデルによる 
サイバー攻撃対応 
に期待できるか？
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ご清聴ありがとうございました

情報セキュリティ大学院大学 
教授 大塚　玲 

otsuka@ai.iisec.ac.jp

mailto:otsuka@ai.iisec.ac.jp

