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Baker, B., Kanitscheider, |., Markov, T., Wu, Y., Powell, G., McGrew, B., &
Mordatch, I., Emergent tool use from multi-agent autocurricula. ICLR2020, 2020.
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Reward r
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Environment

State s
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M=/ ng Adolphs, L., & Hofmann, T. (2020, February). LeDeepChef: Deep Reinforcement Learning Agent for
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You are hungry! Let's cook a delicious meal. Check the cookbook in the kitchen Action a
for the recipe. Once done, enjoy your meal! | l
-= Kitchen =- You're now in the kitchen. | guess you better just go and list everything
you see here. You hear a noise behind you and spin around, but you can't see Agent .
anything other than a fridge. The fridge is empty! This is the worst thing that could g Environment
possibly happen, ever! You see a closed oven. You make out a table. The table is
massive. On the table you can make out a cookbook. You can make out a counter. : R dr | '
The counter is vast. On the counter you can make out a sliced fried red hot pepper, T ewar :: r
a red apple, a yellow bell pepper and a knife. You smell an intriguing smell, and |
follow it to a stove. You shudder, but continue examining the stove. But the thing is : ’
State s S
empty, unfortunately. Hm. Oh well. :4
|

> examine recipe
You open the copy of "Cooking: A Modern Approach (3rd Ed.)" and start reading:
Recipe #1
Gather all following ingredients and follow the directions to prepare this tasty
meal.
Ingredients:
red hot pepper
Directions:
slice the red hot pepper
fry the red hot pepper
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repare meal -
prep context encoding

> inventory
You are carrying nothing. Observation

> take red hot pepper
You take the red hot pepper from the counter.
Your score has just gone up by one point.

Location

> inventory
You are carrying:

conca

100 )

6f1 - %?’

Rsealeng X 100 R32
o -

tenation

value

E;Z.';(} % . :;l,m R
- > hil> hy = > V¢

a sliced fried red hot pepper

commands encoding

> prepare meal
Adding the meal to your inventory. Command 1
Your score has just gone up by one point.

.
> eat meal

You eat the meal. Not bad. Command k
Your score has just gone up by one point.

mdlen; x 100

€e1 S5

Remdlen; xmu9 %'{ 32
€ck

score & action
*
t R
RFX32+256 R* 2 e from th
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*** The End ***
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751 J TextWorld: A Learning Environment for Text-Based Games. In Computer Games: 7th Workshop, cGw 11
} 2018, IJCAI 2018, July 13, 2018, Revised Selected Papers (Vol. 1017, p. 41). Springer.
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’ Knowledge base ! Themes I
|
Actions Object types Predicates | Home world Medieval world |
l. Open e Door e at/in/on * Rooms * Dungeons
1 . : . |
| Take |+ Container |« edible * Furniture |+ Gothic furniture ed apple from the ground.
Eat * Supporter | ¢ north of 1 - Doors * Gates |
I Put e Food item | e open/closed i 1 - Food * Weapons I
I Y 'Y ' I s '
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Z. Cliffe Schreuders, et al.: Security Scenario
Generator (SecGen): A Framework for Generating

TextWorld Gl\jl':: gg}f;'ttsm" TextWorld e SecGen@ASE’'17
Generator ™ - Quest > iniormiE—) Game Engine

- Descriptions

v Randomly Vulnerable Rich-scenario VMs for Learning
.......... ¢ T Computer Security and Hosting CTF Events. ASE @
........... Playthrough‘______________,__....---“ Git-Glulx USENIX Security Symposium 2017
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X1 DNLPIC (& Transformer(GTrXL)ZFA L, KREZRIEENRY MLICED ITYY KOBERLHERS, DHRICIGCTIANY REY YT VI 2EHDE
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| step (x100)
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SEBRHEAR © 2023/05/01~2023/05/16 M Success M Failure System Fault B Interface Fault
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LLM Agent J
reward :
action
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© Verify Flag
@ Python Interpreter
. " @ Unix Shell
observa |0.n ® Rall Fence Ciphel‘ Decode ‘ Reverse Engineerin _.
O; = LangChain(4;-1) | |@ Search Keyword ’ o

QfimFes @ i@
picoCTF Ir('r‘

0% 25% 50% 75% 100%

26/64E (C IEf%
LSMNET794NF284111
Binary Exploitationlc Z#; (S DERE)




CTFEIRE DA . 7
. A BRI RN,
|CTFOBIEED FESHESE substitution

AytE—IDNEWED., IRTRIZZVTILENTWE LS, ZELC
L. FOXAYE—VREBICEEZRF > TWS LS5, Bkl nE
e CERREE350?2 AvE—IDFOovO—RigcsE5h5,

ZGSOCXPQUYHMILERVTBWNAFJDK
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Welcome

Search Office

[ ' UNION SELECT 1,2, 3 from sglite_maste!

CDUYANTTZVZRBD2F6NEITHN?
CCTITZUEBBULTHATLIEZT L,

City Address Phone
hints CREATE TABLE hints (id INTEGER NOT
NULL PRIMARY KEY, info TEXT)
more_table CREATE TABLE more_table (id INTEGER
NOT NULL PRIMARY KEY, flag TEXT)
—_—
offices CREATE TABLE offices (id INTEGER NOT

sqlite_autoindex_users_1

users

NULL PRIMARY KEY, city TEXT, address
TEXT, phone TEXT)

CREATE TABLE users (name TEXT NOT
NULL PRIMARY KEY, password TEXT, id
INTEGER)

18
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|CTFOSIED WebTZZXA7HA bk More SQLI

Welcome

Search Office

123" UNION SELECT flag, null, null from m

City

If you are here, you must have seen it

picoCTF{G3tting_5QL_1nJ3c7I0N_I1k3_y0u_shOulD_c8ee9477}
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PENTESTGPT: An LLM-empowered Automatic

Penetration Testing Tool

Gelei Deng, Yi Liu, V'ictor Mayoral-Vilches , Peng Liu , Yuekang Li, Yuan |PonScanning|

Tianwei Zhang , Yang Liu , Martin Pinzger , and Stefan Rass ) ;
FTP Service ] [SSH Service

l !

~ N - P Anonymous Brute Force Direct Injection Point
Login (Succ) (Fail) Enumeration Identification

RPN o2 o7 - Arbitrary File

S A Upload (Succ)

programatically in Python .
Target a) PTT Representatoin

—

4
A
Y

Hidden Admin
Page Login

Y

[Task Tree:
1. Perform port scanning (completed)
- Port 21, 22 and B0 are open.
- Services are FTP, SSH, and Web Service.
/ 2. Perform the testing
o 2.1 Test FTP Service
2.1.1 Test Anonymous Login (success)
= 2.1.1.1 Test Anonymous Upload (success)
2.2 Test SSH Service
2.2.1 Brute-force (failed)
2.3 Test Web Service (ongoing)
2.3.1 Directory Enumeration
2.3.1.1 Find hidden admin (to-do)
.3.2 Injection Identification (todo)

Ipuming| |reasoning| |generuti0n

m
=
"
]
B
o
g
E.
o
(5]

o Other future papers b) PTT Representation in Natural Language

o This paper

Figure 4: Pentesting Task Tree in a) visualized tree format,

1 C. t .
|:| nner Componen and b) natural language format encoded in LLM.
—— GPT-3.5 PentestGPT-GPT-3.5 —— GPT-35 PentestGPT-GPT-3.5
6 —— GPT4  —— PentestGPT-GPT-4 69 — GPT4  —— PentesiGPT-GPT-4

57

Easy Medium Hard Easy Medium Hard

(a) Overall completion status. (b) Subtask completion status.
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